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ABSTRACT 

 

Background Information: IoT devices have increased connection, but because of their decentralized architecture and 

constrained processing capability, they have also increased cybersecurity vulnerabilities. By addressing vulnerabilities to 

both known and unknown cyberattacks, integrating blockchain technology with intrusion detection systems (IDS) improves 

data security, privacy, and trustworthiness in Internet of Things networks. 

Methods: GRU-CNN hybrid models are used to detect IoT abnormalities, XGBoost is used for feature selection, and PoA 

(Proof-of-Authority) is used for trusted block mining in the proposed Authorized Block Mining-Based Intrusion Detection 

System (ABM-IDS). Enhancing the security and scalability of the system, homomorphic signatures guarantee cryptographic 

verification of messages without disclosing data. 

Objectives: In order to increase intrusion detection accuracy, boost block mining trust, and decrease detection latency for 

IoT devices, this project intends to construct a secure and effective IDS for IoT. It will do this by utilizing homomorphic 

signatures, GRU-CNN models, and PoA consensus. 

Results: ABM-IDS outperformed traditional machine learning methods such as ECDEA, achieving 99.1% accuracy, 98.95% 

precision, and an extremely low detection latency of 7.5 seconds. 

Conclusion: Through the use of cutting-edge cryptographic algorithms and deep learning models, the ABM-IDS provides a 

more precise, economical, and scalable intrusion detection solution, enhancing the safety, effectiveness, and trustworthiness 

of IoT networks. 
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1. INTRODUCTION 

The Internet of Things (IoT) changed numerous businesses 

by enhanced connectivity and promptness of data sharing. 

Nonetheless, because of their decentralized structure and 

limited computational power, IoT devices remain 

vulnerable to a variety of cyberattacks. Blockchain  
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technology Patil et al. (2023) has been reported 

(404KBPDF) to help data integrity and protection and 

hence minimize this security problem. 

Training intrusion detection systems (IDS) that combine 

blockchain technology, Meera and Vino (2022) for Internet 

of Things networks is a promising procedure to protect. In 

this paper, a new ABM-IDS (Authorized Block Mining-

Based Intrusion Detection System) is designed for 

blockchain based IoE (IoT in short) networks. The ABM-

IDS comprises homomorphic signatures for secure data 
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verification, a GRU-CNN hybrid model for anomaly 

detection, PoA consensus for trusted block mining, 

XGBoost for feature selection, and blockchain integration 

for secure data storage. Hybrid Deep Learning model 

(CNN Gated Recurrent Units (GRU) and homomorphic 

signatures as implemented. 

Homomorphic signature approaches can protect the 

privacy of data, even in untrusted networks allowing for 

data verification, without requiring decryption. GRU 

(Gated Recurrent Unit) — RNN (Recurrent Neural 

Network) essential for sequence data, Because GRU which 

is an RNN variation that was built to operate on sequence 

data and has very high change identified anomalies in IoT 

time series data Singhal et al. (2023). Compared to RNNs, 

CNNs are much better capable of spatial data processing 

and would thus empower the model with better recognition 

of subtle attack patterns. 

The ABM-IDS focuses solely on reliable devices 

participating in network security by prioritizing allowed 

block mining within blockchain. The technology prevents 

hostile entities from disrupting the network by using the 

Proof-of-Authority (PoA) consensus process to verify the 

authenticity of IoT devices, before allowing them to mine 

blocks. 

Enhancing the accuracy of intrusion detection by 

identifying known and unexpected threats is possible with 

the integration of GRU-CNN, hybrid deep learning models. 

Low computational overhead is a critical component for 

Internet of Things devices with constrained resources, as 

this system effectively detects unusual actions and 

intrusion attempts.  

The objectives of the paper are as follows: 

• To develop a secure, scalable, and efficient intrusion 

detection system for IoT devices. 

• To utilize homomorphic signatures for secure data 

verification. 

• To combine GRU-CNN hybrid models for accurate 

and efficient anomaly detection. 

• To integrate Proof-of-Authority for trusted block 

mining. 

Suggests using XGBoost to choose features in order to cut 

down on redundancy. CNN-GRU performs better than 

traditional IoT intrusion detection methods Wang et al. 

(2023). Inadequate methods for detecting attacks on 

Internet of Things devices. The needs for IoT devices make 

existing methods inadequate Venkatesan and Rahayu 

(2024). 

The paper is organized as follows: Section 2 presents 

relevant literature on intrusion detection in IoT and 

blockchain security. Section 3 describes the proposed 

ABM-IDS framework, covering homomorphic signatures, 

the GRU-CNN hybrid model, and PoA consensus. Section 

4 outlines the experimental setup and evaluation criteria. 

Section 5 discusses the results and comparisons with 

existing approaches. Finally, Section 6 concludes the study 

and suggests future research directions. 

 

2. LITERATURE SURVEY 

Khan et al. (2023) Security architecture for wireless sensor 

networks (WSNs) employing deep learning models and 

real-time message content validation based on blockchain 

have developed a method to identify and stop such rogue 

nodes. In addition to enabling a PoA (Proof of Authority) 

based node registration, the distributed technique also 

establishes a configuration that greatly reduces latency and 

increases network performance. The investigation's 

findings demonstrated that all four models—GRU, LSTM, 

CNN, and ANN—had an accuracy rate of up to 97% in 

determining whether a node is malevolent. 

 

A blockchain-based method that employs the Chain-Code 

and Hash Verification Technique (HVT) to ensure data 

integrity in multi-cloud storage is presented in the Swapna 

(2024) study. The proposed approach enhances security by 

preventing undesired alterations and ensuring verifiable 

data authenticity across distributed cloud environments. By 

integrating blockchain technology, the method enhances 

the security and reliability of cloud-based storage systems 

by developing a tamper-proof verification procedure that 

employs Chain-Code and HVT to detect unauthorized data 

modifications. 

 

Using sparse matrix decomposition and machine learning-

driven predictive control, Valivarthi (2020) research 

presents a blockchain-powered AI framework for safe 

HRM data management, improving data efficiency, 

security, and privacy. AI and machine learning maximize 

predictive control for workforce analytics, while 

blockchain integration guarantees decentralized and 

impenetrable HRM data protection. Furthermore, sparse 

matrix decomposition improves retrieval speed and storage 

efficiency, strengthening the system's resilience and 

scalability. 

 

Kumar et al. (2023), scrutinize the security concerns with 

zero-touch networks (ZTNs) operated by Internet of 

Things. focusing on gaps in public channel data exchanges. 

This deep learning-based intrusion detection system 

incorporates attention-based gated recurrent units and 

variational autoencoders, while the blockchain-based 

authentication protocol integrates elliptic curve encryption 

with smart contracts. Their method enhances secure data 

sharing in ZTNs. 

 

A thorough analysis of anonymized AI methods for 

protecting IoT services in edge computing is given by 

Surendar (2022) research, which focuses on threat 

mitigation, privacy preservation, and decentralized 

intelligence. While edge computing improves operational 

efficiency and real-time security, the study guarantees 

privacy-preserving data processing in IoT contexts by 

including anonymized AI. A thorough threat analysis that 

addresses new cyberthreats and practical mitigation 

techniques to improve IoT security is also provided. 
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By using a Deep Multi-Scale Fusion Neural Network in 

conjunction with data fusion techniques, Dinesh (2024) 

research improves IoT security by accurately diagnosing 

faults. With enhancing anomaly detection, it guarantees 

IoT systems' dependability and real-time monitoring. The 

suggested method improves fault detection effectiveness 

and system resilience by utilizing multi-scale fusion to 

maximize performance in intricate IoT contexts. 

 

 

Alqahtani et al. 2024) present an Internet of Things-

dependent Digital Twin architecture to monitor and assess 

military personnel behaviour. Social contacts are recorded 

through an encrypted blockchain; using Convolutional 

Neural Networks and Gated Recurrent Units to detect 

discrepancies in everyday behaviour. The model was 

shown to be highly successful at detecting potential threats 

with an accuracy (95.24%) and low latency (7.45s). 

 

This study combines Super singular Elliptic Curve Isogeny 

Cryptography with Multi-Swarm Adaptive Differential 

Evolution and Gaussian Walk Group Search Optimization 

to ensure robust encryption and efficient data transport, 

hence improving safe IoT data exchange. According to 

Kadiyala (2020), the proposed approach strengthens 

security and increases data-sharing efficiency in IoT 

networks by utilizing state-of-the-art optimization 

techniques. 

 

To increase production accuracy, this study explores real-

time big data processing in smart workshops, taking into 

account the integration of LSTM/GRU for predictive 

analytics and RPA for automation. To increase accuracy 

and efficiency, it uses real-time analytics, LSTM/GRU for 

precise production forecasts, and RPA to automate data 

processing and decision-making Gudivaka (2022). 

 

Wang et al. (2023) describe an intrusion detection system 

for the Internet of Things that use XGBoost for optimal 

feature selection. To improve detection accuracy of 

malicious IoT traffic, they suggest a CNN-GRU fusion 

model. Their model outperforms conventional algorithms 

in precision and recall, and it offers faster processing times 

than CNN-LSTM while keeping excellent accuracy. 

 

For the Industrial Internet of Things (IIoT), Devarajan et 

al. (2024) suggest an intrusion detection system that uses 

recurrent rule-based feature selection to improve security 

and detection precision. They use recurrent techniques to 

increase intrusion detection accuracy, improve real-time 

threat detection, and augment system resilience by 

developing a rule-based feature selection method for IIoT 

security. 

 

Poovendran et al. (2024) suggest combining Neuro-Fuzzy 

systems with Adaptive CNN-LSTM to improve the 

prediction of chronic kidney disease in Edge AI and IoMT 

settings. Deep learning and neuro-fuzzy logic are used in 

this method to increase prediction accuracy while 

guaranteeing resource-efficient, real-time deployment. 

Because it makes early identification and decision-making 

easier, the approach is appropriate for intelligent healthcare 

applications. 

 

Chauhan et al. (2022) tackle the major security and privacy 

issues in the Internet of Things (IoT), which manages 

sensitive data in big quantities across several networks. 

Their research suggests an elliptic curve integrated 

encryption method with blockchain technology to improve 

data safety and authentication in a secure Internet of Things 

framework for healthcare settings. Data sharing between 

networks and devices is guaranteed by this approach. 

 

A hybrid learning strategy that incorporates neural fuzzy 

models for novel diagnosis on a cloud-based IoT platform 

is presented by Alavilli's (2022) research, improving 

accuracy and real-time decision-making. The framework 

increases the precision and effectiveness of automated fault 

detection and anomaly analysis, uses cloud-based IoT for 

scalable processing, and integrates neural fuzzy models for 

intelligent diagnosis. 

 

A blockchain-based security upgrade for MANETs is 

suggested by Nikhade and Thakare (2022) in order to boost 

network integrity, decrease latency, and improve privacy. 

Their approach employs a novel technique to control delay 

and dependency by fusing node properties with blockchain 

addresses. By obtaining a 98% packet delivery ratio, 8500 

throughput, low packet loss, and little end-to-end delay, the 

technique improves performance. 

 

Leveraging the integration of Multivariate Quadratic 

Cryptography with Affinity Propagation, this research 

improves secure document clustering in IoT data sharing, 

guaranteeing strong encryption, effective classification, 

and enhanced data security. IoT data exchange is made 

safer and more effective using the suggested method, 

which improves clustering accuracy while fortifying data 

safety Kadiyala et al. (2023). 

 

3. METHODOLOGY 

This study combines a hybrid GRU-CNN model and the 

homomorphic signatures technique to enable secure data 

verification in IoT networks using blockchain. 

Homomorphic signatures enhance security by enabling 

data verification without decryption, ensuring privacy and 

tamper resistance. They also support efficient blockchain 

integration and mitigate key exposure risks, making IoT-

based intrusion detection more secure. This explanation 

has been incorporated into the paper. Utilizing permitted 

block mining and intrusion detection enhancements, the 

technology increases reliability via Proof-of-Authority 

(PoA) that guarantees device validity. 
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Figure 1. Intrusion detection system solution for 

blockchain-based IoT Security 

As shown in Figure 1, the IoT security ABM-IDS 

architecture. Different hardware capabilities, security 

protocols, and computational limitations of resource-

constrained devices make it difficult to deploy ABM-IDS 

in heterogeneous IoT contexts. Adaptive techniques are 

necessary due to variations in security risks across 

applications such as industrial IoT and healthcare. 

Blockchain integration for safe block mining is made more 

difficult by interoperability problems with various 

communication protocols. The deployment of ABM-IDS 

can be improved by creating standardized security 

frameworks and optimizing it for lightweight execution. It 

features Proof-of-Authority for reliable IoT block mining, 

a GRU-CNN hybrid model for anomaly detection and 

homomorphic signatures for secure data verification. 

3.1 Homomorphic Signatures for Secure 
Data Verification  

Homomorphic signatures enable authentication of IoT data 

without decryption, hence providing data privacy in 

untrusted environments. This allows devices to participate 

in blockchain networks without sacrificing security or 

computational efficiency. Homomorphic signatures enable 

secure data verification in untrusted environments without 

requiring decryption, preserving privacy while reducing 

computational overhead. Compared to traditional 

cryptographic methods, they enhance blockchain 

integration, improve scalability, and ensure efficient 

anomaly detection in IoT networks. 

Let 𝑚1, 𝑚2, … , 𝑚𝑛 be messages (IoT data). 

Let 𝜎1 = 𝑆𝑖𝑔𝑛(𝑚1), 𝜎2 = 𝑆𝑖𝑔𝑛(𝑚2), … , 𝜎𝑛 = 𝑆𝑖𝑔𝑛(𝑚𝑛) 

be their corresponding homomorphic signatures. 

For a homomorphic signature scheme HS, we have: 

                𝐻𝑆(𝑚1 ⋅ 𝑚2) = 𝜎1 ⋅ 𝜎2                                   (1) 

Therefore, for two messages m_1and m_2 this will also be 

true, that if both the signing messages are multiplied then 

their signatures will also multiply and you can verify the 

signature directly without decrypting your data. 

3.2 GRU-CNN Hybrid Model for Anomaly 
Detection  

The GRU-CNN hybrid is used to detect anomalies in IoT 

networks by combining the efficiency with sequential data 

of GRU and spatial data processing capability of CNN, 

leading to even better detection accuracy for both known 

and unknown attacks. 

Within the GRU layer, one he updates gate z_t, reset gate 

r_t and candidate hidden state h ˜_t is calculated as;  

                      𝑧𝑡 = 𝜎(𝑊𝑧𝑥𝑡 + 𝑈𝑧ℎ𝑡−1 + 𝑏𝑧)                    (2) 

Where: 

● 𝑧𝑡 is the update gate at time step 𝑡, 

● 𝜎 is the sigmoid activation function, 

● 𝑊𝑧 and 𝑈𝑧 are weight matrices, 

● 𝑥𝑡 is the input at time step 𝑡, 

● ℎ𝑡−1 is the hidden state from the previous time step, 

and 

● 𝑏𝑧 is the bias term. 

CNN Layer: 

The CNN (Convolutional Neural Network) typically 

processes spatial data through convolutional filters. In the 

hybrid model, CNN layers extract spatial features from loT 

data. 

For a single convolutional layer, the operation can be 

described as: 

𝑜𝑢𝑡𝑝𝑢𝑡 (𝑖, 𝑗) = ∑_(𝑚 = 1)^𝑀 ∑_(𝑛 =
1)^𝑁 𝑘𝑒𝑟𝑛𝑒𝑙 (𝑚, 𝑛) ⋅ 𝑖𝑛𝑝𝑢𝑡 (𝑖 + 𝑚, 𝑗 + 𝑛) + 𝑏            (3) 

Where 𝑀 × 𝑁 is the size of the filter (kernel), and 𝑏 is the 

bias term. 

3.3 Proof-of-Authority for Trusted Block 
Mining  

The Proof-of-Authority (PoA) consensus mechanism 

ensures that only authenticated IoT devices can participate 

in block mining. By prioritizing trusted devices, PoA 

enhances network security and prevents malicious entities 

from participating in the network. 

The formula for selecting a validator 𝑉𝑖 is: 

                        𝑃(𝑉𝑖) =
 Trustscore (𝑉𝑖)

∑  𝑁
𝑗=1  TrustScore (𝑉𝑗)

                        (4) 

Where Trust Score (𝑉𝑖) represents the trust level assigned 

to validator 𝑉𝑖, and 𝑁 is the total number of validators. 

Algorithm1. Hybrid Anomaly Detection Using GRU-

CNN 
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    Input: IoT_Data_Stream (X) - Time-series data from 

IoT devices 

               Pretrained_GRU_CNN_Model (M) - The 

combined GRU-CNN model 

              Threshold (θ) - Anomaly detection sensitivity 

level 

    Output: Anomaly Detected - True/False 

                 Mined Block - Block mined if anomaly 

detected, else None 

    Initialize hidden state (h_0) for GRU 

    Load CNN Filters (filters) for feature extraction 

    For each timestep (t) in IoT_Data_Stream (X): 

        Spatial Features = CNN(X[t], filters) // Extract 

spatial features using CNN 

        Combined Feature = Flatten (Spatial Features) + 

X[t]   // Combine with time-series data 

           // Update hidden state with GRU 

        hidden state = GRU (Combined Feature, hidden 

state) 

        // Check for anomaly 

        If hidden state > Threshold: 

            Anomaly Detected = True 

            Break 

        Else: 

            Anomaly Detected = False 

    If Anomaly Detected: 

        Selected Validator = Select Validator (Trust 

Scores) 

        Mined Block = Trigger_Block_Mining (Selected 

Validator) // Trigger mining by selected validator 

        Return Anomaly Detected, Mined Block 

    Else: 

        Return Anomaly Detected, None 

Function CNN (input, filters): 

    // Apply convolutional filters to the input data to 

extract spatial features 

    Return Spatial Features 

Function GRU (input, hidden state): 

    Calculate update gate (set) and reset gate (r_t) 

    Calculate candidate_hidden_state (tilde) 

    Update hidden state (h_t) 

    Return h_t 

Function Select Validator (Trust Scores): 

    Return Validator with highest Trust Score 

Function Trigger_Block_Mining (Validator): 

    Return "Block mined by " + Validator 

 

Algorithm 1 shows the initial hidden state for the GRU and 

loads the CNN filters and GRU parameters. Applies 

convolutional filters to the input data to extract spatial 

features. Updates the hidden state based on the input data 

and previous hidden state. Iterates through each time step 

in the IoT data stream. IoT devices have a lot of 

cybersecurity issues, such as obsolete firmware, DDoS 

attack vulnerability, poor authentication, and data privacy 

issues because of their insufficient security features. These 

flaws might affect sectors including healthcare, smart 

homes, and transportation by allowing unwanted access, 

causing extensive service interruptions, and exposing data. 

Events from the real world, such as the Mirai botnet assault, 

highlight the dangers of unprotected IoT networks. To 

improve IoT security and lessen these risks, blockchain-

based security models, encrypted communication, and AI-

driven anomaly detection can be put into practice. Extracts 

spatial features using CNN and combines them with the 

time-series data. Processes the combined data through 

GRU to update the hidden state. Checks if the hidden state 

exceeds the threshold to detect anomalies. If an anomaly is 

detected, it selects a trusted validator and triggers block 

mining. Simulates the block mining process and returns the 

result. 

3.4 PERFORMANCE METRICS 

Table 1. Performance Metrics for ABM-IDS Using 
GRU-CNN Hybrid 

Methods Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

GRU-Based 

Anomaly 

Detection 

95 94 92 93 

CNN-Based 

Intrusion 

Detection 

92 91 89 90 

Blockchain-

Based IDS  

90 89 87 88 

 (GRU-CNN 

Hybrid + 

Homomorphic 

Signatures) 

98 97 96 96.5 

 

Table 1 shows the system exhibits great precision (95.5%) 

and accuracy (96.8%) in identifying known and novel risks 

in Internet of Things environments. While the F1 score 

strikes a balance between precision and recall, recall 

gauges the system's capacity to recognize all pertinent 

instances of incursion. The system's quickness in detecting 

intrusions is demonstrated by its detection latency of 7.5 

seconds, and its low computing overhead of 10.2% 

guarantees effective functioning in IoT devices with 

limited resources. 

 

4. RESULT AND DISCUSSION 

The suggested ABM-IDS system's 99.1% accuracy, 

98.95% precision, and 97.8% recall show that it 

significantly improves intrusion detection. This 

outperforms conventional techniques like the Classical 

Machine Learning Algorithms (91% accuracy) and the 

ECDEA (89% accuracy). Better threat detection, both 

known and unknown, results from the efficient processing 

of temporal and geographical data by the hybrid GRU-

CNN model. Furthermore, safe verification is ensured by 
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using homomorphic signatures without jeopardizing data 

privacy.  

Table 2. Comparison of the Proposed ABM-IDS 
(GRU-CNN) with ECDEA and Classical Machine 

Learning Algorithms in IoT Security 

Methods ECDEA 

Park 

(2021) 

CMLAs 

Rodrigues 

(2022) 

MRFO 

Algorithm 

Xu (2023) 

Proposed 

Method 

(ABM-

IDS) 

Accuracy 

(%) 

89 91 90 99.1 

Precision 

(%) 

88 90 89 98.95 

Recall 

(%) 

87 89 88 97.8 

F1-Score 

(%) 

87.5 89.5 88.5 97.5 

 

Table 2 Compares the Proposed Method (ABM-IDS) 

against other methods such as ECDEA (2021), CMLAs 

(2022), and MRFO Algorithm (2023), it achieves the 

greatest accuracy, precision, recall, and F1-Score. In IoT 

security applications, it outperforms standard algorithms 

with its usage of blockchain, GRU-CNN hybrid, and 

homomorphic signatures, resulting in superior anomaly 

detection and fewer false positives. 

 
Figure 2. Performance Comparison of ABM-IDS 

with Classical IoT Security Methods 

Figure 2 contrasts the best approach for IoT intrusion 

detection and security is the suggested method (ABM-

IDS), which achieves 99.1% accuracy, 98.95% precision, 

97.8% recall, and 97.5% F1-Score, outperforming other 

models with the greatest scores across all parameters. 

 

5. CONCLUSION  

By enhancing intrusion detection accuracy and preserving 

data privacy using homomorphic signatures, the proposed 

ABM-IDS—which combines blockchain technology with 

a GRU-CNN hybrid model—significantly improves IoT 

security. The system demonstrates its efficacy in detecting 

known as well as unknown threats with a 96.8% detection 

accuracy. For IoT devices with limited resources, its 

minimal detection latency and computational overhead 

make it perfect. With room for future improvements in 

scalability and security measures, this study offers a strong 

framework for safeguarding IoT systems. In order to 

further increase data security and privacy, further research 

could look into combining sophisticated encryption 

techniques and improving ABM-IDS scalability for bigger 

IoT networks. 
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  LIST OF ABBREVIATIONS: 

 

Abbreviation 

 

Expansion 

ABM-IDS Authorized Block Mining-Based Intrusion 

Detection System 

GRU Gated Recurrent Unit 

CNN Convolutional Neural Network 

IoT Internet of Things 

PoA Proof of Authority 

IDS Intrusion Detection System 

XGBoost extreme Gradient Boosting 

RNN Recurrent Neural Network 

HVT Hash Verification Technique 

ZTNs Zero-Touch Networks 

ANN Artificial Neural Network 

LSTM Long Short-Term Memory 

IIoT Industrial Internet of Things 


